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“Cyber defense of DoD systems is [my] highest cyber priority; if DoD systems are 
not dependable in the face of cyber warfare, all other DoD missions are at risk.”

– Secretary of Defense Ashton Carter, April 18, 2015

If you have been working in IT for only 10 years or so, you might not recall the challenges earlier 
practitioners faced trying to advocate for the tools, staff, education, and budget they needed to 
protect their agency against cybersecurity threats. Today, you can’t open a major newspaper or 
a technical magazine without seeing an article on the latest cyber risk, or hack, or breach, many 
involving government. And cybersecurity product and service vendors have grown from a few 
hundred to thousands, each vendor offering a slightly different spin on a core set of problems: 
What’s my risk? Who are my users? Where is my data? Who is targeting my users, my equipment, 
or my data? It’s easy to be swept up with the latest vendor’s pitch, but often the best strategy is 
to stay the course, and leverage what you already have.

Recently, Tony Scott, U.S. Chief Information Officer, highlighted the new federal Cybersecurity 
Strategy and Implementation plan1. The plan focuses on five main objectives:

• Prioritized identification and protection of high-value assets and information.

• Timely detection of and rapid response to cyber incidents.

• Rapid recovery from incidents when they occur, and accelerated adoption of lessons learned  
    from the sprint assessment.

• Recruitment and retention of the most highly qualified cybersecurity workforce talent the  
    federal government can bring to bear.

• Efficient and effective acquisition and deployment of existing and emerging technology.

As security and IT pros, you can look to guidance and standards from the Defense Information 
Systems Agency (DISA), the National Institute of Standards and Technology (NIST), as well as your 
agency-specific policies. DISA and NIST have been working on cybersecurity issues for decades, 
from the original NIST rainbow series, to the latest Security Technical Implementation Guide 
(STIG) for Windows 10. In this paper, we will examine the changing cybersecurity landscape that 
federal agencies face, and explore how to apply the Federal Information Security Management 
Act  (FISMA), the Risk Management Framework (RMF), and STIGs to adapt to evolving threats while 
leveraging your investment in core systems, such as monitoring and management, to lower your 

agency’s overall risk. 

-------------------------------------------------------------------------------------------------------------------------------------------------------------

1https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-04.pdf

https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-04.pdf
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WHY CYBERSECURITY IS DIFFERENT TODAY

The threat is constantly evolving 

Three years ago, the idea of an Office of Personnel Management (OPM) breach that released 
millions of records, including those containing highly sensitive data, such as background checks 
and financial statement data, probably wouldn’t make the top of a risk assessment. Today, with 
advanced persistent threats, more trained offensive personnel, and rapidly changing information 
systems, the rate of change for IT and security risk has drastically increased. For example, from 
2006-2014, according to the GAO2, government self-reported that cyber incidents increased 
twelvefold from 5,503 in fiscal year 2006 to 67,168 in fiscal year 2014. And these are just the 
known incidents.

In the SolarWinds 2016 Federal Cybersecurity Survey Summary Report , civilian agency 
respondent’s concerns about for-profit criminal hacking increased to 24% from 18% in 2015, a 
50% increase in risk from only a year prior3. The character of cyber threats are also changing, 
as more and more data is stored electronically, and on multiple devices. The same threat actor, 
whether malicious insider, external hacker, or foreign government, can have an increasingly 
disproportionate impact on organizational risk.

Budget lags risk

Unlike the private sector, federal agencies follow a budget cycle that is aligned to the government 
fiscal year, not changing risk. When J.P. Morgan suffered a breach in 2014 that exposed 76 million 
records, the CEO response was rapid. Only a few months after the breach was discovered, and 
with the stroke of a pen and a press release, J.P. Morgan doubled cyber spending to 500 million 
dollars4  in the next year. Such a radical budget shift in the public sector is rare, if not impossible. 
Agency budgets are subject to the congressional funding process, and with so many competing 
interests, and a lack of a quantitative means for characterizing cyber risk, agency cyber budgets 
will always compete with other budgetary requirements, and likely lag the evolving threat. Even 
given the twelvefold increase in cyber incidents, 11 agencies still spend less than 1% of their 
budget on cybersecurity. Unfortunately, one of those was OPM.5 

-------------------------------------------------------------------------------------------------------------------------------------------------------------

2http://www.gao.gov/assets/680/671253.pdf

3http://www.solarwinds.com/assets/surveys/cybersecurity-slide-deck.aspx

4http://www.bloomberg.com/news/articles/2014-10-10/dimon-sees-jpmorgan-doubling-250-million-cyber-security-
budget

5http://www.businessinsider.com/us-government-cybersecurity-spending-2015-9

http://www.solarwinds.com/assets/surveys/cybersecurity-slide-deck.aspx
http://www.gao.gov/assets/680/671253.pdf
http://www.solarwinds.com/assets/surveys/cybersecurity-slide-deck.aspx
http://www.bloomberg.com/news/articles/2014-10-10/dimon-sees-jpmorgan-doubling-250-million-cyber-security-budget 
http://www.bloomberg.com/news/articles/2014-10-10/dimon-sees-jpmorgan-doubling-250-million-cyber-security-budget 
http://www.businessinsider.com/us-government-cybersecurity-spending-2015-9
http://www.businessinsider.com/us-government-cybersecurity-spending-2015-9 
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Staff is difficult to find, train, and retain

Two years ago, the Pentagon announced they were trying to fill an additional 6,000 cybersecurity 
jobs by 2016.6 Those 6,000 positions represent just one agency’s needs. Even with the scholarship 
program CyberCorps®, which offers substantial assistance for advanced degrees in cyber, federal 
salaries are often not competitive. In addition to Pentagon goals, DHS received congressional 
funding for improving its cybersecurity workforce at the end of 2014.7  The bill provided for 
“additional compensation, incentives, and allowances” for cyber staff. The bill also directs 
the secretary to report annually to the OPM on “specialty areas of critical need in the DHS 
cybersecurity workforce.”8  While it is too early to determine if this bill will provide long-term 
relief to DHS, as of March 2016, DHS Secretary Jeh Charles Johnson stated, “We need more cyber 
talent without a doubt in DHS, in the federal government, and we are not where we should be 
right now, that is without a doubt.”9 

Using a risk-based approach can offer agencies a methodology for optimizing security program 
compliance and leveraging resources. However, the GAO reported in 201510 that agencies are 
still struggling:

• 19 of 24 major federal agencies reported deficiencies in security controls. 23 agencies  
    highlight cybersecurity as a major challenge.

• Agencies need to improve incident response.

• Agencies don’t have consistent policies and procedures for responding to breaches containing  
   personally identifiable information.

• Agencies with < 6,000 staff do not always have comprehensive security programs.

Every federal agency and their suppliers and contractors must conform to the Federal Information 
Security Management Act. Initially codified in 2002, FISMA has most recently been updated in 
201411 in response to increasing threats and more egregious data breaches. The guidance from 
the updated FISMA act now requires agencies to report “specific information about threats, 
security incidents, and compliance with security requirements.”12 Previously, FISMA reporting 
focused on policy, policy compliance, and financial impact. The new focus on actual incidents 
and compliance with the controls that align with the security policy will increase the scrutiny on 

-------------------------------------------------------------------------------------------------------------------------------------------------------------

6http://www.bloomberg.com/news/articles/2014-04-15/the-u-dot-s-dot-government-wants-6-000-new-cyberwarriors-
by-2016

7http://www.privsecblog.com/2014/12/articles/cyber-national-security/congress-passes-cybersecurity-workforce-
legislation/

8https://www.congress.gov/bill/113th-congress/senate-bill/1691

9http://federalnewsradio.com/cybersecurity/2016/03/dhs-chief-agency-not-hiring-cyber-talent/

10http://gao.gov/products/GAO-15-573T

11https://www.congress.gov/113/bills/s2521/BILLS-113s2521enr.pdf

12https://www.insidegovernmentcontracts.com/2014/12/fisma-updated-and-modernized/

http://www.bloomberg.com/news/articles/2014-04-15/the-u-dot-s-dot-government-wants-6-000-new-cyberwarriors-by-2016
http://www.bloomberg.com/news/articles/2014-04-15/the-u-dot-s-dot-government-wants-6-000-new-cyberwarriors-by-2016
http://www.privsecblog.com/2014/12/articles/cyber-national-security/congress-passes-cybersecurity-workforce-legislation/
http://www.privsecblog.com/2014/12/articles/cyber-national-security/congress-passes-cybersecurity-workforce-legislation/
https://www.congress.gov/bill/113th-congress/senate-bill/1691
https://www.helpnetsecurity.com/2016/05/05/android-banking-malware-adware/ 
http://federalnewsradio.com/cybersecurity/2016/03/dhs-chief-agency-not-hiring-cyber-talent/
http://gao.gov/products/GAO-15-573T
https://www.congress.gov/113/bills/s2521/BILLS-113s2521enr.pdf
https://www.insidegovernmentcontracts.com/2014/12/fisma-updated-and-modernized/
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the implementation, operation, and monitoring of security controls. It reduces the amount of 

required paperwork by eliminating the three-year Certification and Accreditation report.13

Additionally, the updated act modernizes and harmonizes data breach reporting. Agencies must 

now report breaches to Congress expeditiously, but not later than thirty days after an agency 

discovers a breach. Additional data breach reporting requirements align federal data breach 

reporting more closely with state data breach notification laws by requiring the report to include 

(i) the estimated number of individuals impacted; (ii) an assessment of the harm to the individual; 

(iii) the date by when the individuals will be notified.

By shifting the emphasis of FISMA from certification and accreditation to continuous monitoring, 

patching, and remediation, threat detection, and reporting, the Department of Homeland Security 

is providing clear guidance to agencies to focus on applying risk management, remediation, and 

detection to reduce overall agency risk. Such a distinct refocus of resources makes it paramount 

that agencies leverage and adapt their existing security compliance programs to meet FISMA and 

the new objectives of the Cybersecurity Strategy and Implementation plan. 

An approach to solving this challenge is to leverage the strengths of 800-37, 800-53 and DISA 

STIGS. Overlaying the Risk Management Framework (800-37) with core controls from DISA STIGS 

and the Security and Privacy Controls for Federal Information Systems and Organizations (800-

53r4) standard can create a harmonized approach to cybersecurity, which can reduce risk, 

prepare the agency to deal with unknowns, and leverage the IT and security staff’s strengths.

GETTING STARTED

Beginning a program to optimize security workflows and minimize risk starts with a process. 

From NIST, we have the Risk Management Framework (RMF), for which the overall process flow is 

described in the graphic below. In the following paragraphs, each step of the process is described 

along with practical advice for security and IT pros. We include operational tactics from 800-53 

and DISA STIGs to provide a detailed, technical, harmonized approach to risk reduction.

-------------------------------------------------------------------------------------------------------------------------------------------------------------

 13http://www.federaltimes.com/story/government/it/management/2014/12/16/2014-fisma-reduces-paperwork-codifies-
management-structure/20482819/

http://www.federaltimes.com/story/government/it/management/2014/12/16/2014-fisma-reduces-paperwork-codifies-management-structure/20482819/
http://www.federaltimes.com/story/government/it/management/2014/12/16/2014-fisma-reduces-paperwork-codifies-management-structure/20482819/
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Figure 2-2: Risk Management framework14

CATEGORIZE INFORMATION SYSTEMS

Asset management and information system categorization may have been an ordinary task in 

the era of mainframes and workstations. Today, with migration to the cloud, mobile devices, and 

the Internet of Things (IoT), asset tracking and categorization is not so simple. In this step, the 

agency needs to:

 » Identify the critical sensitivity of information systems.

 » Apply worst case analysis.

 » Define the impact to the agency mission or business.

Increasingly, attention needs to be paid to mobile devices, IoT, and shadow IT.

Mobile devices are readily available on the market today with up to 128Gb of memory. Connectivity 

options in these mobile devices include a wide range of protocols, such as Bluetooth®, Near Field 

Communications (NFC), and physical connectivity through power ports, radio jacks, and USB, in 

addition to transport protocols, such as SMTP, SMS, and HTTP. While wireless IP connectivity is 

well constrained in most agencies, not all of these other protocols are as well understood.

-------------------------------------------------------------------------------------------------------------------------------------------------------------

 14http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1-final.pdf Chapter 2 pg. 8
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IoT capabilities are being implemented in more and more office and building devices, such as 

projectors, heating and cooling, printers, and copiers. Even vending machines and coffee makers 

can have IoT capabilities. As 3rd-party vendors may manage these systems, and connectivity is 

enabled by default, these once-benign devices now need to be considered information systems 

and included in any risk analysis.

Given federal guidance to use FedRAMP-compliant SaaS solutions, an agency IT or security 

staffer might feel confident that shadow IT is not a prevalent risk. However, a review of SaaS 

usage in federal agencies cited that, on average, a large agency uses 859 cloud services.15 Of 

those services, almost 27% were consumer-oriented sites, including Facebook® and LinkedIn®.  

Yet, of the top 20 utilized enterprise cloud services, only two were FedRAMP compliant: Oracle® 

ReadyNow, and Google® Drive. 

A recent survey of 200 government agencies highlights the growing concern of shadow IT.16 

Fifty-eight percent (58%) of respondents anticipate the use of shadow IT to grow in the next two 

years. Most respondents (71%) indicated security consequences were one of the biggest risks 

of shadow IT. Determining how to deal with shadow IT from a risk management perspective may 

seem overwhelming, however, starting with good data management practices can help reduce 

risk, and organizations that use management and monitoring tools are more confident that they 

can protect their assets against the negative consequences of shadow IT.  

SELECT SECURITY CONTROLS

NIST Risk Management Framework provides guidance on how to select security controls. This 

section of the framework is comprehensive, including processes and procedures (planning, change 

control, and maintenance), systems, communications, personnel security and security awareness 

training, and auditing and monitoring.  RMF doesn’t specify a controls framework, rather, it points 

to a more detailed evaluation of security controls, NIST-800-53r4. In this comprehensive controls 

matrix, all elements of security controls are defined. The security controls structure includes the 

following identifiers:

-------------------------------------------------------------------------------------------------------------------------------------------------------------

 15https://www.skyhighnetworks.com/cloud-security-blog/new-data-on-federal-shadow-it-in-the-age-of-fedramp/

 16http://www.solarwinds.com/assets/industry/surveys/solarwinds-state-of-government-it-management-and-m.aspx

https://www.skyhighnetworks.com/cloud-security-blog/new-data-on-federal-shadow-it-in-the-age-of-fedramp/
http://www.solarwinds.com/assets/industry/surveys/solarwinds-state-of-government-it-management-and-m.aspx
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-------------------------------------------------------------------------------------------------------------------------------------------------------------

 17NIST 800-53r4 ch 2 pg. 12

As you can see from the control structure, risk management involves all aspects of the agency: 

from the mission, to HR, IT, security, and administrative functions. Therefore, consistency, accuracy, 

and automation are key to proper risk mitigation.

Given the comprehensive nature and complexity of the controls guidance, it is important that 

security and IT administrative tools understand these baseline control requirements in order 

more readily provide value to the agency.

IMPLEMENT SECURITY CONTROLS

Once baseline controls are selected, specific control parameters need to be configured and 

assigned to the various controls elements. Whether this is policy development, training guidelines, 

or technical controls, the assignments and selections need to parallel the baseline controls 

determined in the previous process step. As the guidance provides:

“Selecting the most appropriate set of security controls for a specific situation or 
information system to adequately mitigate risk is an important task that requires 
a fundamental understanding of organizational mission/business priorities, the 
mission and business functions the information systems will support, and the 
environments of operation where the systems will reside.” 17

This exhaustive list of controls for low, moderate, and high risk environments is proscriptive and 

detailed in terms of the processes and controls that must be implemented. SP 800-53, appendix 

D, which provides a detailed mapping of required baseline controls by risk, is 43 pages long, yet 

does not provide technical configuration guidance for  particular information systems, including 

VPNs, for example.

If you are the security or IT pro, this is where the rubber meets the road. It is essential that security 

and IT administrative tools accomodate these baseline control requirements in order to effectively 
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-------------------------------------------------------------------------------------------------------------------------------------------------------------

 18http://iase.disa.mil/stigs/Pages/index.aspx 

implement security controls for the agency. Further guidance from NIST requires agencies to: 

 » Identify and designate common controls.

 » Apply scoping considerations.

 » Select compensating controls.

 » Assign specific values to security control parameters.

 » Supplement initial baselines with additional security controls or control enhancements.

As exhaustive as  the baseline controls are in Appendix D and Appendix F, they do not provide 

detailed, device-specific technical controls. Fortunately, DISA and the DOD have developed specific 

guidance for many common information systems through the STIGs program.18 While STIGs are 

mandatory for DoD agencies, any civilian agency and even commercial private companies are 

welcome to use the STIGs.

DISA STIGs provide comprehensive configuration guidelines for common IT platforms that can 

be automatically tested and verified. This simplifies deployment and configuration, enhances 

change control, and automates auditing, thereby significantly reducing risk. Risks, such as under 

protection and accidental introduction of a security gap, which can impact the ability of the agency 

to achieve its mission, can be reduced by using STIGs.  

STIGs come with documentation; configuration settings for a range of risk environments 

are constantly updated for new versions of commonly used IT operating systems, servers, 

applications, and mobile operating systems. For example, STIGs are available for the following 

common environments:

There are many more STIGs on the DISA site, and all are available for download and use by your 

agency. STIGs come with control settings that can be applied to your information systems through 

a variety of technical mechanisms, including enabling you to import policies and apply controls 

directly through various management consoles or policy administration systems. 
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http://iase.disa.mil/stigs/Pages/index.aspx
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-------------------------------------------------------------------------------------------------------------------------------------------------------------

 19http://iase.disa.mil/stigs/Pages/stig-viewing-guidance.aspx
20https://public.govdelivery.com/accounts/USDISA/subscriber/new

STIGs are delivered in XML, so a good XML editor or STIG viewer19 is an essential tool for security 

and IT pros. It also helps if your policy and compliance solutions support direct STIG import/

export, or come preloaded with the STIGs that are relevant to the area of compliance that the 

solution supports. 

You can also sign up for a mailing list and receive automatic updates and information about DISA 

STIGS.20 Keep in mind that some STIGs are developed in conjunction with the vendor. However, 

if you are an IT pro learning security, or a security administrator working on a new platform, the 

STIGs are a great source of vetted and tested configuration controls information.

ASSESS SECURITY CONTROLS
No matter how good your controls are, a regular review of risk, and the application of security 

controls relative to that risk, is an important function. Increasingly, security and IT pros need to be 

on the alert for changes, such as shadow IT, new agency-to-agency sharing uses, or expansion of 

the agency mission. As the front line in deployment and management, security and IT pros should 

partner with their compliance colleagues to appropriately update assessments. An additional 

challenge with static or manual assessments is that upgrades to security solutions and controls 

can change the dynamics of the risk associated with a particular information system. Even an 

apparently rational system or application patch may introduce risk.

A traditional assessment operates both within and outside the live environment and relies on:

 » Documentation of the controls.

 » Change management logs and reports.

 » Test and verification results.

 » Access to the security controls environment.

However, even though an auditor may have experience with and an understanding of the control 

systems themselves, they will not be experts in the particular deployment and configuration 

of your environment, so, if possible, it is ideal to have the actual security and IT pros provide 

a briefing for the assessor. This will provide context with which the auditor can interpret the 

available evidence.  

A further trend, including the continuous monitoring discussed below, is to review assessments 

at regular intervals, rather than as formal annual audits. This can be less disruptive to the security 

and IT pro staff than the alternative of a cyber sprint in preparation for an OMB or DISA audit or 

inspection. It also encourages a culture of maintaining up-to-date documentation and test results.

http://iase.disa.mil/stigs/Pages/stig-viewing-guidance.aspx
https://public.govdelivery.com/accounts/USDISA/subscriber/new
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 21NIST 800-37rev1 ch 3 pg. 34

AUTHORIZE INFORMATION SYSTEMS 

The authorization step of the RMF addresses the need to implement policies and procedures that 

assess the compliance level of selected controls that support the agency’s mission. Therefore, 

regular auditing and compliance verification reporting is required. In order to facilitate this process, 

policies need to be readily accessible and tied to the specific controls that are implemented. 

Once this assessment step is completed, a prioritized remediation plan should be developed 

and carried out. Recall that it is the responsibility of the assessor to ensure that the remediation 

plan is based on:

 » The security categorization of the information system.

 » The specific weaknesses or deficiencies in the security controls.

 » The importance of the identified security control weaknesses or deficiencies.

 » The organization’s proposed risk mitigation approach to address the identified weaknesses  
or deficiencies in the security controls.21

While it may seem daunting to an IT pro who is new to the security field, security management, 

more than any other IT function, is constantly in a state of change, from internal needs and 

evolving threats.

MONITOR SECURITY CONTROLS

Security Controls do not remain static. Agencies need to add new information systems; staff 

roles and needs evolve; new users require onboarding; retiring users require off-boarding; and 

agency partners or constituents need access or information disclosure. Under the early versions 

of FISMA, assessments were often made on the spot, such as annual audits, or ad hoc audits 

triggered by incidents. This approach certainly offers some checks and balances, and will identify 

some unauthorized or accidental changes, but it does not necessarily mitigate the dynamic risk 

that can occur for a variety of reasons.

In the RMF, NIST recommends monitoring controls in an ongoing way. The RMF points to inputs, 

such as assessments, verification, and testing outputs and change management, as sources for 

independent monitoring. Along with the annual assessment required by FISMA, these additional 

sources provide ad hoc information to inform a monitoring function. However, annual and ad 

hoc assessment is no longer considered a best practice. Today’s monitoring goals are oriented 

toward continuous monitoring, wherever possible. 
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IT pros are familiar with continuous monitoring. Performance monitoring on networks, 

applications, and servers for capacity issues or system failures have been common practice for 

some time. For security controls, NIST’s first approach to utilizing similar capabilities arrived in 

September 2011 in the form or NIST 800-137 Information Security Continuous Monitoring (ISCM) 

for Federal Information Systems and Organizations. The stated goal:

“Information security continuous monitoring (ISCM) is defined as maintaining 
ongoing awareness of information security, vulnerabilities, and threats to support 
organizational risk management decisions.” 22

Unlike IT continuous monitoring, security monitoring involves monitoring data that is external 

to the agency, as well as data that is internally available through security controls. Some 

elements of security monitoring are more automatable, and therefore adaptable to continuous 

monitoring than others. For example, known bad IP address lists (malware sites, hijacked IPs, and 

botnets) can be delivered from a service to a DNS controller or to a Security Information Event 

Manager, enabling the organization to deal with one element of external security risk in a fairly 

automated way. Additionally, some vendors, but not all, provide RSS feeds to notify you when 

new vulnerabilities are discovered and patches are available. 

However, many aspects of security risk remain difficult to characterize, and even more difficult to 

continuously monitor. This includes threat actors that may be targeting the agency, and internal 

threats from authorized users. This form of threat intelligence is an active field of research and 

development. MITRE has worked on a set of security standards to automate information sharing 

in this space known as STIX and TAXII. These are work-in-progress standards that have been 

recently adopted by the OASIS technical committee,23 which is actively working to improve and 

promote these standards. 

Yet, this form of threat information sharing is in its infancy, and agencies cannot solely depend 

upon it to manage their risk. Agencies still need to work in partnership with their vendors to 

optimize the way they implement security controls and manage agency risk.

RECOMMENDATIONS 

With all the challenges facing agencies in the cybersecurity arena, vendors should be a part of 

the solution, not a burden on your agency. The below recommendations apply generally to all 

security solutions, but especially to security information event management (SIEM) solutions.

-------------------------------------------------------------------------------------------------------------------------------------------------------------

22NIST 800-137 pg. iv

23https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=cti

https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=cti
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Ease of use

As your SIEM is the focal point of continuous monitoring and the first stop for digital forensics, 

ease of use is an important criterion. Evaluate your SIEM to determine how many of the natively 

supported reports are useful.  Can you create complex queries easily?  Do the workflows seem 

natural and organized for the skill level of your security and IT pros?

Reduced total cost of ownership

Especially for monitoring solutions, the operational aspect of total cost of ownership over five 

years dwarfs the initial purchase costs. Look for solutions that enable cross-utilization by network 

and IT pros, as well as security administrators. Tools that support wizards and builders rather 

than requiring script writers can also lower cost by (i) reducing the time to become proficient; (ii) 

empowering a broader range of skill levels to participate; and (iii) reducing time to implementation.

Broad community of support

Cyber tools that have a community of users who exchange ideas and share implementation 

experiences create a richer work environment for your staff, reduce anxiety when new attacks 

are discovered, and provide a real-world supplemental knowledge base. Seek tools that have such 

communities, especially online communities because cyber incidents can occur at any time, not 

just when your vendor’s technical support team is online.

For the latest SolarWinds Federal Cyber Survey, see the following presentation:

http://www.solarwinds.com/assets/surveys/cybersecurity-slide-deck.aspx 

For further information about how SolarWinds solutions support agency compliance needs, see 

the following additional resources:

ht tps: // thwack .solar winds.com/communit y/solar winds-communit y/produc t-blog /

blog/2011/09/07/disa-stig-compliance-with-log-event-manager

ht tps: // thwack .solar winds.com/communit y/solar winds-communit y/produc t-blog /

blog/2015/08/01/fisma-nist-800-53-compliance-with-solarwinds-products

http://www.solarwinds.com/assets/surveys/cybersecurity-slide-deck.aspx
https://thwack.solarwinds.com/community/solarwinds-community/product-blog/blog/2011/09/07/disa-stig-compliance-with-log-event-manager
https://thwack.solarwinds.com/community/solarwinds-community/product-blog/blog/2011/09/07/disa-stig-compliance-with-log-event-manager
https://thwack.solarwinds.com/community/solarwinds-community/product-blog/blog/2015/08/01/fisma-nist-800-53-compliance-with-solarwinds-products
https://thwack.solarwinds.com/community/solarwinds-community/product-blog/blog/2015/08/01/fisma-nist-800-53-compliance-with-solarwinds-products
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FEDERAL WHITEPAPER: COMPLIANCE GUIDE FOR FEDERAL SECURITY AND IT PROS

ABOUT SOLARWINDS

SolarWinds provides powerful and affordable IT management software to customers worldwide, 

from Fortune 500 enterprises to governments, including nearly every U.S. civilian agency, DoD 

branch, and intelligence agency, National Health Service, European Union, and NATO Support 

Agency. In all market areas, the SolarWinds approach is consistent, focusing exclusively on IT pros 

and striving to eliminate the complexity that they have been forced to accept from traditional 

enterprise software vendors. SolarWinds delivers on this commitment with unexpected simplicity 

through products that are easy to find, buy, use, and maintain while providing the power to 

address any IT management problem on any scale. Each solution is rooted in the company’s 

deep connection to their user base, which interacts in an online community, THWACK®, to 

solve problems, share technology and best practices, and directly participate in the product 

development process.

SolarWinds provides IT management and monitoring solutions to numerous common public 

sector IT challenges, including continuous monitoring, cybersecurity, network operations, 

compliance, IT consolidation, data center operations, cloud computing, mobile workforce 

and devices, DevOps, and scaling to the enterprise. SolarWinds software is available through 

numerous channel partners and systems integrators worldwide, as well as the U.S. General 

Services Administration (GSA®) Schedule, Department of Defense ESI, United Nations Global 

Marketplace (UNGM), Crown Commercial Service (CCS), and United Nations Atlas. For more 

information and fully functional free trials, visit:  http://www.solarwinds.com/federal or http://

www.solarwinds.com/nationalgovernment. 

federalsales@solarwinds.com 
solarwinds.com/federal 
877-946-3751

nationalgovtsales@solarwinds.com 
solarwinds.com/nationalgovernment 
+353 21 2330440

http://www.solarwinds.com/federal
http://www.solarwinds.com/nationalgovernment
http://www.solarwinds.com/nationalgovernment
mailto:federalsales@solarwinds.com
http://www.solarwinds.com/federal
mailto:nationalgovtsales@solarwinds.com
http://www.solarwinds.com/nationalgovernment

