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Overview

There’s no question that being aware of all file activity is essential for a strong and compliant IT security system. 

Successful IT security requires in-depth monitoring of all file activity, meeting regulatory compliance requirements, 

insider threat management, zero-day malware detection, and advanced threat protection. However, with a limited 

budget, many resource-constrained organizations turn to the seemingly free Windows® File Auditing. A limited 

budget also means limited staff. Even at the beginning of deployment, these cost-conscious organizations quickly 

discover that free can be quite expensive and laborious.  

This paper covers the hidden pitfalls of Windows File Auditing and how you can get the power of easy-to-

manage file integrity monitoring without spending a fortune on resources to manage it with SolarWinds® Log 

& Event Manager.  

Challenges with Windows File Auditing
While Windows File Auditing is free, it does have implied expenses such as security expertise and setup and 

configuration time.  Combine these with the complexity of Windows File Auditing events and you have expensive 

headcount, storage, and security implications. The specific limitations in gaining security and compliance value from 

Windows File Auditing include:

• Lack of pre-built auditing templates to speed configuration: With Windows File auditing, the administrator 

must determine what to audit without any guidance.

• Lack of correlation and trending capability to detect security issues: While some individual Windows File 

Auditing Events may indicate a threat, the majority of the threats are detected based on trend analysis. This 

requires external correlation capability to perform, which adds more costs.

• No relational insight: In addition to detecting threats from trends in file audit logs, often threats are detected 

through identifying a sequence of suspicious activity. The only means to do this is by joining file audit logs with 

events from other sources, including operating system, application, and security devices.  

• Impact on system performance for high activity systems: Understanding file activity on servers (particularly file 

servers) is critical.  However, due to Windows File Auditing’s high impact on system performance, availability 

demands can cause this function to be turned off or severely limited.

• Searching events is a time-consuming, manual process: With Windows File Auditing, manual log search 

requires creating custom views on Event Viewer and these searches cannot be saved. This severely limits 

forensic capabilities. 

• Alerting can only be created based on a specific event: Intelligent alerting is essential to reduce time to respond 

as well as demonstrate risk-based security practices to auditors.  

• Reporting on audit events requires running scripts: Developing these scripts is both time-consuming and 

requires skilled resources to develop them.
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A More Intelligent Alternative: File Integrity 
Monitoring with SolarWinds Log & Event Manager
SolarWinds Log & Event Manager (LEM) is an affordable, yet powerful Security Information and Event 

Management (SIEM) solution designed specifically for the resource-constrained security department. It 

includes File Integrity Monitoring (FIM) for Windows at no extra cost. SolarWinds FIM is fully integrated 

into all features, including correlation, forensics, alerting, reporting, and Active Response. By correlating logs 

from disparate sources in the network, SIEM can deliver the situational awareness you need to eliminate false 

positives and gain insight into the actual cause of a threat, breach, or any security-driven event. Unlike native 

Windows File Auditing, FIM with Log & Event Manager is a simple and effortless process that won’t cost you 

in time and staff overhead to manage Windows events and manually search to find violations. The process is 

automated, simple-to-use, and requires very little manual intervention.

Benefits of “SolarWinds LEM with File Integrity 
Monitoring” over Native Windows File Auditing 
• Expert developed templates: Compliance and security templates with customization guidance allow 

security pros to easily configure, customize, and tune file auditing.

• Deep visibility: FIM provides insight into all security activity through the ability to monitor all files including 

registries which are primary indicators of malware.

• Efficient and security relevant: SolarWinds FIM collects information in a security context, eliminating the 

noise of unnecessary events and providing immediate insight into the security relevance of file activity.

• Real-Time notification: Easily set up custom alerts for real-time notification of suspicious and malicious 

activity. 

Minimal Performance Impact: FIM reduces the logging load by collecting only relevant information and 

off-loading logs onto the LEM virtual appliance, which significantly reduces the impact on performance.

Fully integrated into SolarWinds LEM: This integration means that all of the SIEM capabilities are combined 

and applied to file activity events. These include built-in reporting, correlation with all logs, flexible and intuitive 

search capabilities, and Active Response. Logs alone are not enough to detect today’s advanced attacks. By 

adding real-time FIM to the event stream, SolarWinds Log & Event Manager can help detect and thwart attacks, 

including:

• Zero-day malware -Log & Event Manager can detect changes to key system files and executable writes, 

providing deeper insight into zero-day malware. Log & Event Manager’s remediation capabilities can stop 

this attack in its tracks by automatically stopping the running malware process.

• Insider Abuse - By auditing files directly, Log & Event Manager can more accurately identify insider abuse 

through intelligent correlation rules. Active integration with Active Directory® settings can disable accounts 

and change user groups and rights—stopping the activity in its tracks.

• Advanced Persistent Threats - Advanced threats are stealthy and very hard to detect. By inserting a granular, 

file-based auditing into the existing event stream, Log & Event Manager can help resource-constrained 

security pros quickly pinpoint and block these attacks.
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About SolarWinds 
SolarWinds (NYSE: SWI) provides powerful and affordable IT management software to customers worldwide. 

Focused exclusively on IT Pros, we strive to eliminate the complexity in IT management software that many 

have been forced to accept from traditional enterprise software vendors. SolarWinds delivers on this 

commitment with unexpected simplicity through products that are easy to find, buy, use, and maintain, while 

providing the power to address any IT management problem on any scale. Our solutions are rooted in our 

deep connection to our user base, which interacts in our online community, thwack®, to solve problems, share 

technology and best practices, and directly participate in our product development process. Learn more at 

http://www.solarwinds.com.

Resources for Additional Learning
• White Paper:                 A SIEM Buyer’s Guide for the 99%

• Overview Video:          SolarWinds Log & Event Manager

• Product Review:          Champagne SIEM on a Beer Budget, a SANS review

Learn More
For additional information, please contact SolarWinds at 866.530.8100 or email sales@solarwinds.com. 

To locate an international reseller near you, visit http://www.solarwinds.com/partners/reseller_locator.aspx.  

© 2014 SolarWinds, Inc. All rights reserved. SolarWinds®, the SolarWinds logo, ipMonitor®, LANsurveyor®, and Orion® are among the trademarks or 

registered trademarks of the company in the United States and/or other countries. All other trademarks are property of their respective owners. WP-1407
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